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1 .  B A S I C  N AT I O N A L 
R E G I M E

1.1 Laws
In Mexico, there is no specific legal framework 
that regulates cybersecurity. Despite the fact 
that there is a “National Strategy for Cyberse-
curity”, this is just a document which references 
what the goals of the state should be when regu-
lating cybersecurity, and it also mentions that 
any effort expended on cybersecurity should be 
done for social, economic and political develop-
ment, in the private and public sectors.

In Mexico, cybersecurity has more to do with 
actions preventing the committing of certain 
crimes, than the implementation of policies and 
principles in the private and public sectors. In 
this sense, there are specific regulations pertain-
ing to crimes in regards to breaches of informa-
tion security systems.

In addition to the aforementioned, since 2013, 
internet access has been considered a funda-
mental right as it is included within fundamental 
constitutional rights. This has influenced regula-
tory bodies to recognise the use of the internet 
and consequently, the protection of security in 
the digital environment.

Within the legal framework, the following have 
certain provisions related to cybersecurity:

• the Data Protection Law (for public and pri-
vate parties);

• the Telecommunications and Broadcasting 
Law, and its guidelines on security and justice 
collaboration;

• the Law on Transparency and Access to Pub-
lic Information;

• the Criminal Federal Code and National Code 
of Criminal Procedures;

• the Law on Women’s Access to a Life Free of 
Violence; and

• the United States–Mexico–Canada Agree-
ment.

It is important to note that in 2022, at least three 
bills are being discussed on regulating cyberse-
curity with a specific law.

In addition to the aforementioned, note that a 
security breach is only relevant for data protec-
tion matters, where the breach includes personal 
data. If the breach happens within the private 
sector, the controller will only notify the affect-
ed parties and only when there is a substantial 
effect on the rights of the relevant parties. On 
the other hand, the public sector will also notify 
the Data Protection Regulator due to the public 
interest regarding such breach.

If there is a security breach but this does not 
affect personal data, then we would need to 
review if the breach may constitute a crime 
and in this case, a criminal procedure would 
have to be started. In this sense, cybersecurity 
breaches, do not have a specific regulation as 
the breach will only be sanctioned or prosecuted 
if it is related to a specific crime.

1.2 Regulators
At present, there are no specific regulators in 
Mexico with specific authorities on cybersecurity 
matters. The relevant regulator would depend on 
the nature of the matter involving cybersecurity 
breaches or security matters.

• In matters related to the financial system, the 
authority is the National Banking and Securi-
ties Commission.

• In the case of personal data protection, it is 
the National Institute of Transparency, Access 
to Information and Protection of Personal 
Data.

• The Federal Police (Guardia Nacional), with its 
cybernetic police, is in charge of the investi-
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gation and prosecution of crimes related to 
cybersecurity.

• Regarding critical infrastructure in Mexico, 
CERT-MX is the country’s Computer Security 
Incident Response Team, acting as a mem-
ber of the Forum for Incident Response and 
Security Teams (FIRST).

1.3 Administration and Enforcement 
Process
As mentioned at the beginning of this chapter, 
cybersecurity breaches dealing with personal 
data follow a specific process regarding notifi-
cation procedures (depending on whether the 
breach concerns personal data held by the pub-
lic or private sector).

Private Sector Breaches
When dealing with breaches in the private sec-
tor, as no notice has to be given to the National 
Institute for Transparency, Access to Informa-
tion and Personal Data Protection (“INAI” for 
its acronym in Spanish), no specific actions are 
performed by INAI if a controller notifies relevant 
data subjects. Nevertheless, any claim brought 
by a data subject to INAI regarding such inci-
dent, may be investigated by INAI.

Public Sector Breaches
On the other hand, in the event of a data breach 
in the public sector, the authorities must notify 
INAI regarding such data breach. INAI will carry 
out an investigation to determine whether such 
authority complied with its obligations regarding 
data protection. However, INAI does not appear 
to have carried out any actions against authori-
ties in terms of non-compliance with their data 
protection obligations.

Cybersecurity Crimes
Regarding crimes related to cybersecurity 
breaches, the local Public Prosecutor’s Office 
will be in charge of prosecuting such crimes in 
accordance with the Criminal Procedures Code. 

The prosecution will be conducted after a specif-
ic claim has been brought by the affected party.

In some cases, cybernetic police may investi-
gate crimes without the need for a claim made 
by the affected party. However, this will depend 
on the type of crime to be investigated, as for 
some types of crime, the police are not allowed 
to start the investigations.

1.4 Multilateral and Subnational Issues
The United States–Mexico–Canada Agreement, 
which may be one of the most important inter-
national treaties for Mexico, has a specific chap-
ter on digital commerce. In this chapter, there 
is a specific cybersecurity section, in which it 
is established that the parties will promote the 
improvement of the cybercrime attention units, 
as well as promoting the use of a collaboration 
mechanism to avoid cyber-attacks.

Despite this international obligation for Mexico, 
there has not been any significant improve-
ment in cybersecurity regulation in Mexico. The 
National Strategy on Cybersecurity has not been 
updated since 2017, and no specific actions 
have followed its publication. There are ongoing 
discussions about creating a specific National 
Agency for Informatic Security and a National 
Platform for Cybersecurity. However, if there are 
no specific regulations imposing obligations on 
regulated companies or the public sector, there 
is no point in creating these types of bodies or 
regulators.

On a private-sector level, specific chambers 
have been pushing congress to develop a uni-
fied regulatory framework on cybersecurity. 
However, as these efforts have not been backed 
by the government, no significant developments 
have been made to date.
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1.5 Information Sharing Organisations 
and Government Cybersecurity 
Assistance
INAI, as an authority on data protection mat-
ters, issues various guidelines that individuals 
can use to establish their procedures of data 
protection. However, INAI is also the authority 
in charge of sanctions when there are data pro-
tection violations.

Sharing information may not be an obligation 
unless a private company is part of a regulated 
sector, for example, the financial or telecommu-
nications sector. In these cases, and depending 
on regulatory obligations, certain information 
may be requested from such regulated compa-
nies.

As a general rule, a court order is deemed oblig-
atory before a company will supply information 
on its data. Like any other request for informa-
tion by the authorities, this may not be supplied 
in the event there is no regulatory obligation to 
disclose or share information.

As mentioned above, as there is no specific regu-
latory body dealing with cybersecurity, there are 
no specific obligations private companies must 
follow in order to collaborate with the authorities.

In terms of threats, the only authorities that have 
so far addressed specific concerns or alerts are 
the financial authorities, such as the Central 
Bank and the National Banking and Securities 
Commission (CNBV for its initialism in Spanish).

1.6 System Characteristics
No similarities can be drawn between the 
regimes in Mexico, as no cybersecurity devel-
opment has been made in recent years.

There are no specific certifications or require-
ments regarding what may be considered as 
critical infrastructure in Mexico. The rule is that 

any infrastructure is deemed critical when that 
infrastructure is considered strategic because it 
is related to the provision of goods and essential 
public services, and because compromising the 
infrastructure could compromise national secu-
rity in terms of the applicable law on national 
security.

In this sense, many public infrastructures may be 
deemed critical, depending on the evaluation of 
the infrastructure by the authorities and how the 
authorities want to protect it.

1.7 Key Developments
To be honest, Mexico is lagging behind on this 
topic, as no relevant developments have been 
made in the past year.

The only sector which has seen any development 
on this is the financial sector. The developments 
in this sector arose from specific attacks that 
were carried out on certain banks through the 
Inter-banking Electronic Payment System. Due 
to this, Mexican Central Bank issued a Cyberse-
curity Strategy in order to prevent cyber-attacks. 
This strategy also encompassed the formalisa-
tion of several collaboration agreements with 
regulated institutions and with the authorities, 
the purpose of such agreements being to define 
a co-ordination mechanism to provide an effec-
tive response to information security incidents in 
the financial sector.

1.8	 Significant	Pending	Changes,	Hot	
Topics and Issues
The most relevant pending changes are the 
development of a new National Cybersecurity 
Strategy which will be in line with the National 
Development Strategy and the new government.

Regarding the financial sector, there may be new 
administrative regulations regarding the basis of 
co-ordination in the field of information security, 
as the existing basis, dated 24 May 2018, was 
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issued in response to specific attacks on the 
financial sector, and no additional agreements 
have been made in this regard since.

2 .  K E Y  L A W S  A N D 
R E G U L AT O R S  AT 
N AT I O N A L  A N D 
S U B N AT I O N A L  L E V E L S
2.1 Key Laws
The following key laws apply:

• regarding critical infrastructure – the National 
Security Law;

• regarding the financial sector –
(a) Guideline 8/2019 addressed to the par-

ticipants in the Interbank Electronic Pay-
ments System;

(b) general provisions applicable to credit 
institutions;

(c) principles for strengthening cybersecurity 
for the stability of the financial system, 
June 2018;

(d) basis for co-ordination in the field of 
information security, 24 May 2018;

• regarding data protection – federal and gen-
eral laws for the protection of personal data 
held by the private and public sectors;

• regarding crimes on cybersecurity – the 
criminal codes of each state and the National 
Code of Criminal Procedures; and

• regarding the telecoms sector – the Telecom-
munications and Broadcasting Federal Law, 
as well as related guidelines on security and 
justice collaboration.

2.2 Regulators
There are no specific regulators for cybersecurity 
areas in Mexico.

In general terms, the regulators that oversee a 
specific sector will also oversee the cybersecu-
rity matters related to that sector.

2.3 Over-Arching Cybersecurity Agency
As there is no specific cybersecurity agency in 
Mexico, no specific details can be provided on 
this topic.

Nevertheless, there are open discussions regard-
ing the creation of an autonomous agency, the 
National Informatic Security Agency, which will 
develop and regulate the National Strategy 
on Cybersecurity. The discussions have been 
among the public and private sectors and have 
also covered the extra authority that has been 
given to the Federal Police.

2.4 Data Protection Authorities or 
Privacy Regulators
INAI is in charge of enforcing the Mexican Data 
Protection Laws (applicable to both the private 
and public sectors) as well as the Transparency 
and Access to Public Information Law.

In terms of data protection, the obligations that 
arise in the applicable laws are complied with 
by implementing internal compliance strategies, 
rather than having specific notification or registry 
obligations.

2.5 Financial or Other Sectoral 
Regulators
In this sector, there are several authorities which 
may be relevant:

• the Ministry of Finance and Public Credit 
(SHCP);

• the National Banking and Securities Commis-
sion (CNBV);

• the Mexican Central Bank (Banxico); and
• the National Commission for the Protection 

and Defence of the Users of Financial Ser-
vices (CONDUSEF).
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2.6 Other Relevant Regulators and 
Agencies
In terms of cybersecurity, there do not appear to 
be any other relevant regulators or agencies, as 
this matter is not specifically regulated.

3 .  K E Y  F R A M E W O R K S

3.1 De Jure or De Facto Standards
It is worth noting that any standard which may 
be followed in any other country, may be freely 
followed by the private sector in Mexico. Due to 
this, self-compliance standards would be con-
sidered optional for companies in Mexico.

As in many other countries, ISO IEC 27001 trig-
gers cybersecurity management systems and 
policies.

3.2 Consensus or Commonly Applied 
Framework
There are no developments on this for Mexico.

3.3 Legal Requirements
In the financial sector, the latest developments 
in Banxico regarding cybersecurity for this regu-
lated sector deal with the following topics:

• governance, compliance and organisation;
• data protection;
• security risk management;
• identity and authentication management;
• incident response;
• third party and vendor management;
• end point equipment protection;
• application and database protection;
• network and data centre protection; and
• security training and awareness.

And these topics follow these principles:

• protect the information and its processes;

• approach cybersecurity from a proactive per-
spective of defence and risk prevention;

• focus on information security for the entire 
financial ecosystem that interacts with 
Banxico; and

• strengthen the governance of information 
security, reorganising areas, providing human 
resources, and designing institutional cyber-
security policies.

3.4 Key Multinational Relationships
On an international level, Banxico has been col-
laborating with several international organisa-
tions regarding information security:

• the Financial Stability Board (FSB) – Banxico 
is part of the FSB working group (called 
“Cyber Incident Response and Recover”), 
along with 20 other countries and five interna-
tional organisations;

• the Bank for International Settlements (BIS) 
– to establish new channels among central 
banks for the exchange of knowledge about 
cybersecurity practices;

• the Centre for Latin American Monetary 
Studies (CEMLA) – for the development of a 
cybersecurity collaboration forum; and

• the Association of Supervisors of Banks of 
the Americas (ASBA) – to share information 
and disseminate knowledge on information 
security with ASBA.

4 .  K E Y  A F F I R M AT I V E 
S E C U R I T Y  R E Q U I R E M E N T S

4.1 Personal Data
On the protection of personal data, the general 
rule is that any controller must establish secu-
rity measures to protect personal data. For the 
public sector, specific requirements on security 
measures may be specified depending on the 
type of personal data.
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4.2 Material Business Data and Material 
Non-public Information
There are no security requirements or other 
reporting, certification or external requirements 
in Mexico regarding material business data or 
material non-public information.

4.3	 Critical	Infrastructure,	Networks,	
Systems
As there are no specific lists of critical infra-
structures in Mexico, the type of infrastructure 
will determine whether certain requirements are 
applicable. For example, a telecommunications 
network may be deemed a critical infrastructure, 
and in this case, specific regulatory obligations 
arising from the Telecom Law would be applica-
ble. Although the aim of such obligations may 
not be to protect information, the obligations 
may be relevant for the overall functionality of 
the network and may, therefore, be considered 
relevant.

4.4 Denial of Service Attacks
There are no security requirements or other 
reporting, certification or external requirements 
to prevent denial of service attacks or other 
similar attacks on a system, data availability or 
integrity.

4.5	 Internet	of	Things	(IoT),	Software,	
Supply	Chain,	Other	Data	or	Systems
There are no security requirements or other 
reporting, certification or external requirements 
for the internet of things (IoT), software develop-
ment, supply chains or other data or systems.

5 . 	 D ATA 	 B R EACH	
R E P O R T I N G  A N D 
N O T I F I C AT I O N

5.1	 Definition	of	Data	Security	Incident,	
Breach or Cybersecurity Event
A data security breach is defined as:

• unauthorised loss or destruction of personal 
data;

• theft, loss or unauthorised copying of per-
sonal data;

• unauthorised use, access or processing of 
personal data; or

• damage, alteration or unauthorised modifica-
tion of personal data.

In addition to this, in order for a breach to be 
subject to a notification, such breach must sig-
nificantly harm the economic and moral rights of 
the data subjects.

5.2 Data Elements Covered
The data covered by data protection is all per-
sonal data. Personal data is any type of data 
which identifies or which may help to identify 
any individual.

The notification to data subjects must include:

• the nature of the incident;
• the personal data involved;
• the recommendations to the subject regard-

ing the measures that they may adopt to 
protect their interests;

• the corrective actions carried out; and
• the means to obtain further information on the 

breach.

5.3 Systems Covered
Any breach in any type of system would be cov-
ered by data protection.

5.4 Security Requirements for Medical 
Devices
No information on this topic is available for Mex-
ico.

5.5 Security Requirements for Industrial 
Control Systems (and SCADA)
No information on this topic is available for Mex-
ico.
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5.6 Security Requirements for IoT
For IoT, only breaches of personal data are 
required to be reported. If no personal data is 
involved, there is no need to notify or implement 
any type of corrective measures.

5.7 Requirements for Secure Software 
Development
There are no regulatory requirements regarding 
secure software development. However, con-
tractually, it is common for the parties to agree 
on matters related to certifications, vulnerabili-
ties, liabilities, etc.

5.8 Reporting Triggers
Whenever there is a breach of personal data that 
harms the moral or economic rights of data sub-
jects, this has to be reported to the individuals 
concerned, and other companies or organisa-
tions that are affected.

It is not clear what type of harm to the economic 
or moral rights of the data subjects is needed 
in order for the controller no notify the breach, 
nevertheless, this would not require to be noti-
fied to the Data Protection Agency. However, it 
is understood that any type of breach harms, in 
one way or another, the rights of the data sub-
ject, and because of this, it is suggested that all 
breaches are reported in order to comply with 
the obligations pertaining to the processing by 
the controller.

5.9	 “Risk	of	Harm”	Thresholds	or	
Standards
As mentioned above in 5.8 Reporting Triggers, 
no “risk or harm” threshold is required for Mexi-
can purposes, and the only requirement is that 
there is harm to moral or economic rights.

6 .  A B I L I T Y  T O  M O N I T O R 
N E T W O R K S  F O R 
C Y B E R S E C U R I T Y

6.1 Cybersecurity Defensive Measures
Due to the lack of specific regulations on cyber-
security, no specific practices are permitted 
or restricted for network monitoring and other 
cybersecurity defensive measures.

6.2 Intersection of Cybersecurity and 
Privacy or Data Protection
Private communications in Mexico may be inter-
cepted by the competent authorities only when 
there is a specific court order on this.

7 . 	 C Y B ERTHREAT	
I N FORMAT I ON 	 S HAR I NG	
A R R A N G E M E N T S

7.1 Required or Authorised Sharing of 
Cybersecurity Information
In the private sector, provided the business is 
not a regulated entity, there is no obligation to 
disclose or share information of a cyber-attack 
with the government.

In the financial sector, financial institutions or 
companies subject to financial laws are obliged 
to disclose cyber-attacks to the relevant authori-
ties.

7.2 Voluntary Information Sharing 
Opportunities
There are no benefits in sharing information with 
the authorities when a company is not obliged to 
share such information.
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8 .  S I G N I F I C A N T 
C Y B E R S E C U R I T Y 
AND 	 D ATA 	 B R EACH	
R E G U L AT O R Y 
E N F O R C E M E N T  A N D 
L I T I G AT I O N
8.1 Regulatory Enforcement or 
Litigation
No significant actions are carried out by INAI 
regarding data breaches or cybersecurity attacks 
related to personal data.

8.2	 Significant	Audits,	Investigations	or	
Penalties
From the publicly available information, INAI 
appears to have imposed no specific sanctions 
on controllers that have suffered data breaches.

However, in the financial sector, with regard to 
the new measures to be adopted for the security 
Interbank Electronic Payments System, Banxico 
determined that many financial institutions were 
not in complete compliance with the new rules 
and imposed economic sanctions on the non-
complaint institutions.

8.3 Applicable Legal Standards
There are no applicable legal standards in Mex-
ico.

8.4	 Significant	Private	Litigation
Litigation involving cybersecurity allegations or 
data security incidents or breaches is deemed 
confidential in Mexico and because of this, no 
public information is available.

8.5 Class Actions
Class actions, collective redress and representa-
tive actions are not permitted for these types of 
activities in Mexico.

9 .  D U E  D I L I G E N C E

9.1 Processes and Issues
One of the key aspects of cybersecurity and 
due diligence arises from the specific agree-
ments which may be in place regarding security 
measures. Also, it is important that any cloud 
provider complies with the requirements of the 
data protection law regarding the hiring of cloud 
providers located locally or abroad.

There are no specific rules on processes to be 
followed in due diligence, so any matter arising 
from due diligence is understood to be mutually 
agreed by the relevant parties.

9.2 Public Disclosure
There are no specific laws in Mexico requiring 
public disclosure of an organisation’s cyberse-
curity risk profile or experience.

1 0 .  I N S U R A N C E  A N D 
OTHER 	 C YB ERS ECUR I T Y	
I S S U E S

10.1 Further Considerations regarding 
Cybersecurity Regulation
There are no further considerations regarding 
cybersecurity regulations in Mexico. 
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Bello,	Gallardo,	Bonequi	y	García	(BGBG) is a 
mid- to large-size law firm which was initially a 
boutique firm focusing on telecom and technol-
ogy matters. Nowadays, it is highly specialised 
in different areas, including technology, cyber-
security, telecommunications, and data protec-
tion and privacy (DPP). The firm’s differentiated 
services within the technology sector (which 
encompasses cybersecurity) arise not only due 

to the specialisation of the firm’s lawyers, but 
also because this is considered a primary prac-
tice area. BGBG’s TMT and DPP practice areas 
are well regarded and clients come to BGBG 
exclusively for these specialised services. The 
firm offers GDPR and TMT knowledge and ex-
perience to automotive companies, searching 
to become the Mexican leader in this field.

AU THORS

Carlos	Jesús	Díaz	Sobrino	is a 
partner at BGBG with over 14 
years of experience in TMT, 
e-commerce and data 
protection and privacy matters. 
His key clients are technology 

companies looking for general legal and 
regulatory legal counsel for different types of 
operations, including e-commerce, technology, 
data privacy, content, media, and 
cybersecurity. He also provides specialised 
M&A legal advice for TMT-related companies. 
He completed specialised studies in IT, 
telecommunications and audiovisual media 
business and law and Spanish law. 

Víctor	Andrés	González	
Sánchez	is a senior associate at 
BGBG and has extensive 
experience in the TMT sector. 
He also has studies in 
telecommunications, antitrust, 

blockchain, media, among others. His practice 
is focused in telecom and technology 
infrastructure as well as in the negotiation of 
public and private agreements for the 
deployment of infrastructure works. Víctor also 
provides advice to national and international 
companies for their provision of e-commerce 
services such as chat bots, IoT and web 
services. On cybersecurity matters, he helps 
companies with the implementation of data 
protection processes. Since 2016 he has been 
professor of constitutional law at Universidad 
Panamericana.

Bello, Gallardo, Bonequi y García
Agustín Manuel Chávez 1-101
Centro de Ciudad Santa Fe
Mexico City
01210
Mexico

Tel: +52 55 529 25 232
Email: cdiaz@bgbg.mx
Web: www.bgbg.mx
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